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General Information
1. Full company name					


2. Full mailing address *

3. Number of employees				

4. Website domain(s) *
	
	Name
	Email
	Phone

	Authorized Officer
	
	
	

	Breach Response Contact
	
	
	



5. Does the applicant provide data processing, storage, or hosting services to external parties?

☐No	☐Yes
______________________________________________________________________________________________
Revenue Information*
	
	Most Recent 12 Months: (ending: ___/___)
	Previous Year
	Next Year (estimate)

	US Revenue:
	USD
	USD
	USD

	Non-US Revenue:
	USD
	USD
	USD

	Total:
	USD
	USD
	USD



Multi Factor Authentication
1.Which of the following is MFA is required for access. Select all that apply.
☐All Admin/Privileged Access; ☐All Access to Cloud-Based Solutions; ☐All Remote Access Into Network;
☐Remote Access by Vendors; ☐Access to Backups; ☐Access to Remote Desktop Protocol or Similar;
☐Access to Cloud Email;





Additional Comments Regarding MFA Posture:

______________________________________________________________________________________________
2. What MFA methods are in use?☐Secondary Email; ☐SMS/Text; ☐Biometrics; ☐Authenticator App; ☐Physical Key fob/Card; ☐Other:

______________________________________________________________________________________________
3. Do you utilize a Privileged Access Management (PAM) tool?
☐No	☐Yes
If yes, are all privileged accounts managed through a PAM tool?

______________________________________________________________________________________________
Security Posture
1. Please specify the categories of personal information about individuals that you collect, process, or store (select all that are relevant), along with an estimate of the number of records for each type. *
Type of Information			Number of Records (estimated)
☐ Social Security Numbers		☐<100K; ☐100K-500K; ☐500K-1M; ☐1M-2M; ☐2M-5M; ☐>5m
☐ Consumer Financial Information	☐<100K; ☐100K-500K; ☐500K-1M; ☐1M-2M; ☐2M-5M; ☐>5m
☐ Payment Card Information		☐<100K; ☐100K-500K; ☐500K-1M; ☐1M-2M; ☐2M-5M; ☐>5m
☐ Protected Health Information		☐<100K; ☐100K-500K; ☐500K-1M; ☐1M-2M; ☐2M-5M; ☐>5m
☐ Biometric Information			☐<100K; ☐100K-500K; ☐500K-1M; ☐1M-2M; ☐2M-5M; ☐>5m
☐ Other				☐<100K; ☐100K-500K; ☐500K-1M; ☐1M-2M; ☐2M-5M; ☐>5m

If other, please specify. If selected >5m records, please share how many records you collect, process or store:

______________________________________________________________________________________________


2. Has the applicant designated a Chief Information Security Officer? *
☐No	☐Yes
If no, please indicate which position (if any) are responsible for privacy issues:

______________________________________________________________________________________________
3. Does the applicant require third parties with which it shares personal information to protect the applicant for legal liability arising out of the release of such information due to the fault or negligence of the third party?
☐No	☐Yes
______________________________________________________________________________________________
4. What is the average time that your organization has taken to remediate critical common Vulnerabilities and Exposures on your network?
☐Unknown; ☐>2 weeks; ☐<2 weeks; ☐<1 week; ☐<48 hours
______________________________________________________________________________________________
5. Does the Insured utilize an Endpoint Detection and Response (EDR) tool?
 ☐No	☐Yes
If yes, please specify which vendor:

______________________________________________________________________________________________

6. Does the Insured utilize a Malware detection and response (MDR) tool? 
 ☐No	☐Yes
If yes, please specify which vendor:

______________________________________________________________________________________________






Budgets and Personnel


1. Annual IT budget?					

2. Percentage of budget spent on cybersecurity.		

3. Full Time IT employees?				

4. Full Time IT cybersecurity employees?		
______________________________________________________________________________________________

5. Is a Security Operations Center used? ☐No; ☐Yes
a) If yes to the above question, select all the following that apply. 
☐ Internal Staff; ☐External Staff; ☐SOC staff has remedial abilities in event of an alert
______________________________________________________________________________________________

Email Security

1. What security controls do you have in place for incoming emails? (Check all that apply)
☐Screening for malicious attachments; ☐Screening for malicious links; ☐Quarantine service;
☐Preview and evaluation of attachments; ☐Tagging External Emails; ☐Sender policy framework enforced;
☐Domain based message authentication, reporting and conformance
______________________________________________________________________________________________
2. How often do you conduct the following training for all employees?
a) Interactive phishing trainings
☐Never/Not Regularly; ☐Annually; ☐>=2 times per year
b) Phishing email simulations
☐Never/Not Regularly; ☐Annually; ☐>=2 times per year
______________________________________________________________________________________________
3. Do you require additional training for employees who fail phishing email simulations?
☐No	☐Yes
______________________________________________________________________________________________



4. What Microsoft 365 license (or equivalent license) do you use for your users?
☐E1; ☐E3; ☐E5; ☐None; ☐Other
If other, what license do you use?

______________________________________________________________________________________________
5. If you use Microsoft 365, do you use the Microsoft Defender, or an equivalent add on with advanced threat hunting?
☐No	☐Yes
______________________________________________________________________________________________

6. Do you disable macros in your office productivity software by default?
☐No	☐Yes
______________________________________________________________________________________________
7. If yes, are users allowed to enable macros?
☐No	☐Yes
______________________________________________________________________________________________

8. Have you disabled legacy email protocols that use basic authentication, such as IMAP, POP3, and SMTP?
☐No	☐Yes
______________________________________________________________________________________________

9. Does the applicant enforce a process for the timely installation of software updates/patches?
☐No	☐Yes
______________________________________________________________________________________________
10. if yes are critical updates/patches installed within 30 days of release?
 ☐No	☐Yes
______________________________________________________________________________________________



Testing
1. Does the Company do the following tests (Check all that apply)? *
Testing									How often?
☐ Internal vulnerability testing						☐Continuously; ☐Monthly; ☐Quarterly
☐ External vulnerability testing against Internet Facing			☐Continuously; ☐Monthly; ☐Quarterly
     IP addresses
☐ Penetration Testing							☐Continuously; ☐Monthly; ☐Quarterly 
☐ Other								☐Continuously; ☐Monthly; ☐Quarterly
If other, please explain below:

______________________________________________________________________________________________
2. Does the applicant have network intrusion detection systems that provide actionable alerts if an unauthorized computer system intrusion occurs?
☐No	☐Yes
If yes, please describe below:

______________________________________________________________________________________________
3. Does the applicant store data in any of the following formats and is the data encrypted? (check all that apply)*
Formats									Encryption?
☐ Laptops									☐ Not Encrypted; ☐Encrypted
☐ Portable media								☐ Not Encrypted; ☐Encrypted
☐ Back up tapes								☐ Not Encrypted; ☐Encrypted
☐ “At rest” within computer databases						☐Not Encrypted; ☐Encrypted
______________________________________________________________________________________________
4. Does the applicant outsource any of the following? (identify all of that apply and identify vendors if so) *
☐ Data center hosting
☐ Managed security
☐ Alert log monitoring





If yes to any, identify the vendors below:


Backups and Resilience

1. Do you rely on a backup solution that is located on your corporate network?
☐No	☐Yes
______________________________________________________________________________________________
2. Do you rely on a cloud-based service as your backup location?
☐No	☐Yes
______________________________________________________________________________________________

3. If “Yes” to #2, is your cloud-based backup service a “syncing service”?
☐No	☐Yes
______________________________________________________________________________________________
4. If “Yes” to #2, have you determined how long it would take to restore all of your data from the cloud?
☐No;  ☐Yes, > 1 week; ☐Yes, > 48 hours but < 1 week;  ☐Yes, < 48 hours
______________________________________________________________________________________________
5. Do you maintain any offline backups?
☐No; ☐Yes Partial Backups;  ☐Yes Full Backups
______________________________________________________________________________________________
6. Are all of your backups encrypted?
☐No; ☐Some backups are encrypted, some aren’t; ☐Yes
______________________________________________________________________________________________
7. For your encrypted backups, do you maintain an offline backup of your decryption key(s)? (Skip this question if you do not have any encrypted backups.)
☐No	☐Yes


8. Are any of your backup solutions “immutable”? (Immutable backups cannot be altered or deleted.)
☐No	☐Yes
______________________________________________________________________________________________
9. How frequently do you perform a test restoration from backups?*
☐Never/Not Regularly;  ☐Annually;  ☐2-3 times per year; ☒Quarterly or more often
______________________________________________________________________________________________
10. Do you have the ability to test the integrity of backups prior to restoration to be confident that your backups are free from malware?
☐No	☐Yes
______________________________________________________________________________________________

Business and Continuity Planning
1. Do you have a business continuity or disaster recovery plan, that includes responding to cybersecurity threats, that was created or updated within the past two years?
☐No	☐Yes
______________________________________________________________________________________________
2. If “Yes” to previous question, have you engaged in any exercises to run through the plan with your incident response team?
☐No	☐Yes
______________________________________________________________________________________________
3. Have you conducted, within the past two years, a cybersecurity incident tabletop exercise?
☐No	☐Yes

4. If “Yes” to previous question, did that tabletop exercise include the threat from ransomware?
☐No	☐Yes
______________________________________________________________________________________________
5. If the Applicant has a business Continuity plan, does the plan contain recovery time objectives for the amount of time within which business processes and continuity plan must be restored?
☐No	☐Yes



If yes, what are the current stated and tested recovery time objectives? (Written Response)

______________________________________________________________________________________________
Media Liability
1. Please describe the media activities of the Applicant or by others on behalf of the Applicant (select all that apply)
☐Television; ☐Radio; ☐Print; ☐Applicant Websites; ☐Internet Advertising; ☐Social Media;
☐Marketing Materials; ☐Audio or Video Streaming; ☐Other
If other, please describe below. ______________________________________________________________________________________________

E-Crime
1. Are all employees that are responsible for disbursing or transmitting funds provided anti-fraud training, including detection of social engineering, phishing, business email compromise, and other scams on at least an annual basis?
☐No	☐Yes
______________________________________________________________________________________________
2. Before processing fund transfer requests from internal sources, does the Applicant confirm the instructions via a method other than the original means of the instruction?
☐No	☐Yes
______________________________________________________________________________________________
3. Do the Applicant’s procedures require review of all requests by a supervisor or nextlevel approver before processing fund transfer instructions?
☐No	☐Yes
______________________________________________________________________________________________
4. When a vendor/supplier requests any change to its account details (including routing numbers, account numbers, telephone numbers and contact information) and prior to making any changes: 



Does the Applicant first confirm all requested changes requested by the vendor/supplier with a person other than the requestor prior to making any changes? *
☐No	☐Yes
______________________________________________________________________________________________

5. Does the Applicant confirm requested changes via a method other than the original means of request.
☐No	☐Yes
______________________________________________________________________________________________
6. Do the Applicant’s processes and procedures require review of all requests by a supervisor or next-level approver?
☐No	☐Yes
______________________________________________________________________________________________


Contingent Business Interruption
1. Are IT security audits conducted as part of pre contractual due diligence with all Suppliers?
☐No	☐Yes
______________________________________________________________________________________________
2. Does the applicant conduct IT security risk audits on their Suppliers' sites and ensure there are minimum standards in place? *
☐No	☐Yes
If yes, what are these minimum standards? If no, please provide further explanation.





System Segregation



Prior Claims and Circumstances
1. Does the Applicant or other proposed insured (including any director, officer or employee) have knowledge of or information regarding any fact, circumstance, situation, event or transaction which may give rise to a claim, loss or obligation to provide breach notification under the proposed insurance? *
☐No	☐Yes
If yes, please provide details:

______________________________________________________________________________________________
2. During the past three years has the Applicant:
a) received any claims or complaints with respect to privacy, breach of information or network security, or unauthorized disclosure of information?
☐No	☐Yes
b) been subject to any government action, investigation, or subpoena regarding any alleged violation of a privacy law or regulation?
☐No	☐Yes
c) received a complaint or cease and desist demand alleging trademark, copyright, invasion of privacy, or defamation regarding any content published, displayed or distributed by or on behalf of the Applicant?
☐No	☐Yes
d) notified consumers or any other third party of a data breach incident involving the Applicant?
☐No	☐Yes

e) experienced an actual or attempted extortion demand with respect to its computer systems?
☐No	☐Yes
f) experienced an unexpected outage of a computer network, application, or system lasting?
☒No	☐Yes
______________________________________________________________________________________________
3. If yes	 to any of the above a-f, please provide details regarding such incidents or events and what has changed since the incident in cybersecurity?
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Signed*: 


Print Name: Title:


Company: Date:
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